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ABSTRACT

Purpose: The study highlights the need for
healthcare providers to prioritize the
implementation of enhanced authentication
mechanisms and consent management
systems to align with patient expectations
and build trust. Additionally, the research
emphasizes the importance of addressing
the knowledge gap among healthcare staff
through mandatory training programs and
clear communication strategies. The
proposed action plan outlines concrete steps
to enhance data security and transparency,
positioning the hospital as a leader in
safeguarding patient information.
Methodology: A survey was conducted
among patients in a private hospital setting
to assess their perceptions and expectations
regarding the security of their medical
information. The survey explored patient
awareness of data security risks, preferences
for authentication methods, and views on
consent protocols for accessing health
records.

Originality and implication: This study
provides valuable insights into patient
perspectives on data security within a

private hospital setting, an area often
overlooked in broader healthcare data
security research. The findings have

significant implications for healthcare
providers, emphasizing the need to align
security practices with evolving patient
expectations to maintain trust and ensure the
responsible handling of sensitive medical
information.

Keywords: Patient  Data  Security,
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Authentication Methods, OTP Verification,
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INTRODUCTION

The healthcare industry is increasingly
reliant on electronic medical records to store
and manage sensitive patient data (Innab,
2018). However, this shift has also brought
about significant security challenges, as
unauthorized access to these records can
have devastating consequences for patients.
(Sabnis & Charles, 2012) To address this
issue, private hospitals must implement
robust security measures to ensure the
confidentiality, integrity, and availability of
patient data.

Research Aim/Objective:

In a 195-bed hospital with an additional 65
outpatient capacity, maintaining robust
patient data security is paramount.
However, a critical vulnerability exists
within  the current system, allowing
administrative staff unauthorized access to
sensitive  patient information  without
requiring explicit patient consent. This lack
of access control poses a significant risk to
patient privacy and  confidentiality,
potentially violating legal and ethical
standards for handling protected health
information. This uncontrolled access could
lead to inappropriate disclosure of sensitive
medical data, eroding patient trust and
potentially exposing the hospital to legal
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repercussions. Furthermore, this
vulnerability undermines the integrity of the
patient-physician relationship, which relies
on the assurance of confidentiality.
Addressing this security gap is crucial not
only for compliance but also for upholding
patient rights and maintaining the hospital's
reputation as a trusted healthcare provider.

To address the vulnerability of unauthorized
access to patient data by administrative
staff, a questionnaire was randomly
distributed over specific age of patients.
This questionnaire aimed to gauge patient
perspectives on current data access practices
and assess their acceptance of a proposed
new tool requiring explicit consent before
staff can access sensitive medical records.

Significance of the Study:

This research is crucial because it directly
addresses  the  escalating  concerns
surrounding patient data security and
privacy in healthcare. By investigating
patient perceptions and preferences for
security measures, this study provides
valuable insights for developing and
implementing effective data protection
strategies. Enhanced patient data security
offers numerous benefits, including reduced
risk of data breaches and associated
financial and reputational damage for the
hospital. For staff, improved security
protocols  simplify  compliance  with
regulations and minimize the potential for
legal and ethical issues. Most importantly,
enhanced security fosters trust among
patients, assuring them that their sensitive
health information is protected, which
strengthens the patient-physician
relationship  and promotes  greater
transparency in healthcare.

(Meingast et al., 2006) (Andriole, 2014)
(Nayer et al., 2015) (Weiner & Wettstein,
1994) (Lakdawala et al., 2012)

LITERATURE REVIEW

Protecting patient data is a critical concern
in  modern healthcare. The increasing
digitization of medical records, while
offering numerous benefits, also presents

significant security and privacy challenges.
This literature review examines existing
research on patient data security, focusing
on key areas relevant to this study, including
security risks, technological safeguards,
patient perspectives, and best practices for
implementation.

Security Risks and Vulnerabilities:

The healthcare sector is a prime target for
cyberattacks, with data breaches and
ransomware attacks posing significant
threats. Inna discusses the inherent security
issues associated with electronic medical
records, highlighting the need for robust
security measures to protect sensitive
patient information. Sabnis and Charles
further emphasize the opportunities and
challenges related to security in eHealth,
noting the wvulnerability of EMRs to
unauthorized access and data breaches.
Basil et al. provide a comprehensive review
of health records databases and their
inherent security concerns, emphasizing the
need for continuous vigilance and proactive
security measures.

Regularity Framework:

"The Saudi Ministry of Health, in its Patient
Bill of Rights and Responsibilities (Section
4, page 5), explicitly addresses the
protection of patient information. The
regulations stipulate strict measures to
prevent unauthorized access, misuse, or
dissemination of private patient data,
encompassing medical files and diagnostic
records. Access is restricted to authorized
personnel, including the  supervising
medical team, designated facility staff, or
individuals specifically authorized by the
patient, their guardian, or legal authorities.
Exceptions are made only when required by
regulatory bodies."

Security Technologies and Methods:

Various technological solutions have been
proposed to enhance patient data security.
Alluhaidan proposes a secure medical data
model using integrated transformed Paillier
and KLEIN algorithm encryption

Galore International Journal of Applied Sciences and Humanities (www.gijash.com) 26
Volume 8; Issue: 4; October-December 2024



Dr. Mohammad Ismail AlAmr. Building Patient trust through enhanced data security: a Saudi Arabian Hospital

case study

techniques, demonstrating the potential of
advanced cryptographic methods for
protecting sensitive health data. Casola et al.
discuss the challenges and opportunities of
storing healthcare-related data in the cloud,
highlighting the importance of secure cloud
storage solutions and access control
mechanisms. Singh et al. provide a
comprehensive survey on healthcare data
security, exploring  various  security
perspectives and technologies, including
authentication, access control, and data
encryption. This study builds upon these
existing technologies by exploring the
implementation of a two-factor
authentication system using One-Time
Passwords and a consent management
module.

Patient Perspectives and Consent:

Patient perspectives on data security are
crucial for designing and implementing
effective security measures. This study's
findings, which indicate a strong preference
for OTP verification and mandatory consent
protocols, align with the growing emphasis
on patient autonomy and control over their
health information. Further research is
needed to explore patient attitudes towards
different security measures and their
willingness to adopt new technologies to
protect their data.

Implementation and Best Practices:
Successful implementation of data security
measures requires a multi-faceted approach.
Innab emphasizes the importance of
managing information security issues
related to EMRs, advocating for
comprehensive  security  policies and
procedures. Staff training and education are
also critical for ensuring compliance with
security protocols and promoting a culture
of security within healthcare organizations.
This study's implementation of mandatory
data security training programs for all staff
members reflects this best practice.

Conclusion

This literature review highlights the critical
importance of patient data security in the
context of increasing digitization in
healthcare. Existing research emphasizes the
need for robust security measures to protect
against various threats and vulnerabilities.
This study contributes to the existing body
of knowledge by investigating patient
preferences for security measures and
implementing a practical solution that
combines enhanced authentication with a
consent management system.  Further
research is needed to explore the long-term
effectiveness of these measures and to
investigate emerging technologies for
enhancing patient data security in the future.
(Magennis & Mitchell, 1996) (Azeez &
Vyver, 2018) (Kruse et al., 2017)

MATERIALS & METHODS

Research Design:

This study employed a mixed-methods

approach to assess and enhance patient data

security within the hospital setting. The
methodology ~ comprised two key
components:

1. Patient Perception Survey: A structured
questionnaire  was developed and
distributed randomly to a sample of
patients. The questionnaire aimed to
gauge patient awareness and concerns
regarding data security, as well as their
preferences  for different security
measures, including consent protocols
and authentication methods. The survey
data provided valuable insights into
patient expectations and informed the
development of targeted security
enhancements.

2. Staff Training and Awareness Program:
Recognizing the critical role of staff in
maintaining data security, a mandatory
e-learning program was implemented for
all administrative staff. This program
covered Kkey topics such as data
protection protocols, privacy
regulations, and best practices for
handling sensitive patient information.
Mandatory attendance ensured that all
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staff members received the necessary
training to uphold the hospital's data
security standards. This two-pronged
approach  addressed  both  patient
perspectives and  staff  practices,
contributing to a more comprehensive
and effective strategy for enhancing
patient data security.

Participant Selection:

A convenience sample of patients
discharged from the Urology and Plastic
Surgery departments during the second
quarter of 2024 was selected for
participation in the survey. Out of 300
eligible patients, 162 completed the

questionnaire, resulting in a response rate of
54%.

Staff Training:

A mandatory online training course was
developed and implemented for all staff
members. The course focused on patient
data security and privacy, covering relevant
topics and emphasizing their importance.
Attendance was monitored, and staff
knowledge was assessed through post-
training quizzes.

STATISTICAL ANALYSIS
1. Patient Awareness of Data Security:
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of your medical information?
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Do you think that the healthcare provider has the
right to view your health record anytime without
your concent or approval?
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3. Preference for OTP Verification:

Count of Ji (el 48 (e Gaaill Jums) 45y Hlall sl Sl )
o 0y il 52
¢ ankl
What do you think the best way to verify the identity of the
patient before opening his/her healthcare record?

Ay S dma nl) e glaall gallal A1L0) DS e g3acl)
through a security questions and data validation. ¥4 s&ll
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time pass code SMS

No need |
Medical records number |
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4. Supporting the idea of implementing OTP method especially before printing patient
data:

Count of ¢« Sl A il Jils 1 AUt Gaadad st Ja
€ andiy Jlas il 51 e o i Aol colls Jd ol
Do you encourage applying OTP (one time pass
code) SMS to verify the patient identity before
medical record print out?
160
140
120
100
80
60
40
20

. 1

NO YES

RESULT acknowledged the importance of medical
Patient Perspectives on Data Security and information security, indicating a high level
Privacy: of awareness among patients regarding the
High Awareness of Medical Information  sensitivity of their health data.

Security: 88% of the 159 respondents
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Importance of Patient Consent: Over half
(54.1%) of the respondents emphasized the
need for explicit consent from patients
before healthcare providers access their
health records. This highlights the
significance patients place on controlling
access to their personal information.

Strong Preference for OTP Verification:
A majority of respondents expressed a
preference  for One-Time  Password
verification as a secure method for
accessing medical records and sharing
reports. This suggests a desire for robust
authentication measures to protect their
data.

Satisfaction with OTP Implementation: A
separate analysis will be presented
regarding patient satisfaction with the
implementation of OTP  verification,
specifically before printing patient data.

DISCUSSION

The survey results clearly demonstrate
heightened awareness and concern among
patients regarding the security and privacy

of their ~medical information. This
heightened awareness translates into a
strong preference for robust security

measures, particularly those offering direct
control and transparency, such as OTP
verification ~and mandatory  consent
protocols. Our findings align with broader
trends in healthcare, where patients are
increasingly advocating for greater control
over their personal health information.

Aligning Security Measures with Patient
Expectations

The overwhelming support for OTP
verification underscores the importance of
robust authentication mechanisms. In
response to this identified need, our hospital
has already implemented a two-factor
authentication system utilizing OTP within

our Health Information System. This
proactive step ensures that patient records
are accessed only with proper authorization,
enhancing the security of sensitive data.
While traditional password-based systems
may be vulnerable to breaches, OTP
verification adds an extra layer of security,
mitigating the risk of unauthorized access
Furthermore, the finding that more than half
of the respondents believe healthcare
providers should require explicit consent
before accessing their records underscores
the importance of integrating patient
consent management systems into electronic
health record platforms. This reinforces the
ethical imperative to respect patient
autonomy and control over their health
information.

Bridging the Knowledge Gap and
Building Trust

Beyond technological solutions, fostering a
culture of security and transparency requires
addressing the knowledge gap regarding
data security among healthcare staff. This
can be achieved through mandatory training
programs that cover data protection
protocols, best practices for handling
sensitive information, and the importance of
patient privacy. Clear communication
strategies are also essential to educate
patients about the hospital's data security
measures, their rights regarding their health
information, and the steps taken to ensure
confidentiality. By actively addressing these
aspects, hospitals can build trust with their
patients and demonstrate a commitment to
safeguarding their sensitive data.

Implementation and Action Plan

Driven by the study findings and the need
to align security measures with patient
expectations, the following actions were
undertaken:
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Enhanced Authentication: Prompted by
the strong preference for OTP verification, a
two-factor authentication system utilizing
OTP was implemented for all patient record

accesses within our Health Information
System.  This  enhancement  directly
addresses patient concerns about

unauthorized access and strengthens the
security of sensitive health data.

This placement ensures a clear connection
between the research findings and the
resulting actions taken. It also emphasizes
the hospital's responsiveness to patient
concerns and its proactive approach to
enhancing data security.

Strengths and Limitations:

Strengths

Mixed-Methods Approach: The study
employed a mixed-methods approach,
combining quantitative data from the patient
surveys with qualitative insights. This
approach provides a more comprehensive
understanding of patient perspectives and
experiences.

Targeted Sample: The focus on patients
discharged from Urology and Plastic
Surgery departments allows for a more
specific analysis of data security concerns
within these specialized areas.

Direct Actionable

Insights: The study
directly informed the implementation of
practical security enhancements, such as the
OTP verification system, demonstrating a
clear link between research and practice.

Strong Response Rate: The 53.3%
response rate from eligible patients
contributes to the reliability and validity of
the survey findings.

Limitations

Convenience Sampling: The use of a
convenience sample may limit the
generalizability of the findings to the
broader patient population. Future research
could employ random sampling methods to
address this limitation.

Single Hospital Setting: The study was
conducted within a single private hospital,
which may not be representative of other
healthcare settings. Further research across
multiple hospitals would enhance the
generalizability of the findings.

Limited Demographic Information: The
study could be strengthened by including a
more  detailed analysis of patient
demographics, such as age, gender, and
socioeconomic status, to explore potential
variations in data security concerns.
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Focus on Discharged Patients: The study
focused on discharged patients, which may
not fully capture the perspectives of current
inpatients or those with ongoing treatment
needs.

Based on the study findings, the following
recommendations are proposed to enhance
patient data security and privacy within the
private hospital setting:

Strengthen  Authentication  Protocols:
Implement and maintain robust multi-factor
authentication methods, such as OTP
verification, for all accesses to patient health
records. Regularly review and update these
protocols to stay ahead of evolving security
threats.

Prioritize Patient Consent: Integrate
comprehensive consent management
systems into electronic health record
platforms to ensure that patient consent is
obtained and documented for all accesses to
their health information. Provide clear and
accessible information to patients about
their rights regarding data access and
control.

Invest in Staff Training: Develop and
deliver ongoing, mandatory training
programs for all staff members on data
security protocols, privacy regulations, and
best practices for handling sensitive patient
information. Reinforce the importance of
patient confidentiality and data protection in
all aspects of healthcare operations.
Promote Transparent Communication:
Establish clear and accessible
communication channels to educate patients
about the hospital's data security measures,
their rights regarding health information,
and the steps taken to ensure confidentiality.
Actively engage with patients to address
their concerns and build trust.

Continuous Monitoring and Evaluation:
Implement continuous monitoring and
evaluation mechanisms to assess the
effectiveness of implemented security
measures and  identify areas  for
improvement. Regularly review and update
security protocols to adapt to evolving
threats and best practices.

CONCLUSION

Key Findings and Implications:

This mixed-methods study revealed that
patients highly value the security of their
medical information, demonstrating strong
support for robust authentication measures
like OTP verification and mandatory
consent protocols. The majority of surveyed
patients expressed a clear preference for
OTP verification when accessing medical
records and sharing reports, indicating a
desire for greater control over their sensitive
health data. Furthermore, over half of the
respondents emphasized the importance of
explicit consent before healthcare providers
access their records, highlighting the need
for robust consent management systems.
These findings underscore the growing
awareness and concern among patients
regarding data security and privacy,
emphasizing the need for healthcare
providers to prioritize and implement
security enhancements that align with
patient expectations. The implementation of
OTP verification, consent management
systems, and staff training programs directly
addresses these concerns and positions the
hospital as a leader in safeguarding patient
information.

The Research contribution to the field:

This research significantly contributes to the
field of healthcare data security by directly
addressing patient concerns and
expectations regarding the privacy and
protection of their medical information. The
study's mixed-methods approach provides
valuable insights into patient preferences for
robust authentication methods, such as OTP
verification, and the importance of informed
consent. By translating these findings into
actionable steps, including the
implementation of enhanced security
measures and staff training programs, this
research demonstrates a practical approach
to strengthening data security within a
private hospital setting. The study's findings
and recommendations offer valuable
guidance for other healthcare providers
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seeking to enhance data protection and build
trust with their patient
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